REFERENCE MATERIAL

(Statutes, Regulatory Guidance, Supervisory Memorandums, Select Legal Opinions)

INFORMATION TECHNOLOGY

APPLICABLE TO:
ALL NON- STATE
REF
S F FED
cIme Bavis | mEM | wem | ONLY
LAWS, RULES, AND REGULATION

Texas Finance Code
Texas Administrative Code

7 TAC §3.24 - Notice of Computer-Security Incident

7 TAC §17.5 — Notice of Cybersecurity Incident
FDIC Laws & Regulations

FDIC Rules and Regulations, Part 364, Appendix B, Section 111

FDIC Rules and Regulations, Part 364, Appendix B, Section I1

FDIC Rules and Regulations, 304.3(d) “Notification of Performance of

Bank Services”
Federal Reserve Laws & Regulations

12 CFR 233, Prohibition on Funding of Unlawful Internet Gambling

(Regulation GG)
U.S. Code

12 U.S.C. 1867, Section 7(c)(2), Bank Service Company Act (BSCA)
POLICY ISSUANCES
Department of Banking

Industry Notice 2026-02 — The Fundamentals of Cyber Hygiene for v

Financial Institutions (3/9/26)

Industry Notice 2025-05 — Cyber Hygiene Awareness Fact Sheets and v

Board Questions (7/9/25)

Industry Notice 2025-01 - Cybersecurity Threats: Actions to Take Today v

(1/24/25)

Industry Notice 2024-07 Federal Financial Institutions Examination v

Council Announces the Sunset of the Cybersecurity Assessment Tool (CAT)

(8/29/24)

Industry Notice 2023-04 - Ransomware Self-Assessment Tool Version 2.0 v

for Mitigating the Risks of Ransomware (10/25/23)
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https://texas-sos.appianportalsgov.com/rules-and-meetings?recordId=210022&queryAsDate=03%2F26%2F2025&interface=VIEW_TAC_SUMMARY&$locale=en_US
https://texas-sos.appianportalsgov.com/rules-and-meetings?recordId=197652&queryAsDate=03%2F26%2F2025&interface=VIEW_TAC_SUMMARY&$locale=en_US
https://www.ecfr.gov/current/title-12/chapter-III/subchapter-B/part-364/appendix-Appendix%20B%20to%20Part%20364
https://www.ecfr.gov/current/title-12/chapter-III/subchapter-B/part-364#Appendix-B-to-Part-364
https://www.ecfr.gov/current/title-12/part-304/section-304.3#p-304.3(d)
https://www.ecfr.gov/current/title-12/chapter-II/subchapter-A/part-233
https://www.govinfo.gov/content/pkg/COMPS-254/pdf/COMPS-254.pdf
https://www.dob.texas.gov/sites/default/files/files/news/industrynotices/in2025-05.pdf
https://www.dob.texas.gov/sites/default/files/files/news/industrynotices/in2025-05.pdf
https://www.dob.texas.gov/sites/default/files/files/news/industrynotices/in2025-01.pdf
https://www.dob.texas.gov/sites/default/files/files/news/industrynotices/in2024-07.pdf
https://www.dob.texas.gov/sites/default/files/files/news/Industrynotices/in2023-04.pdf

REFERENCE MATERIAL

(Statutes, Regulatory Guidance, Supervisory Memorandums, Select Legal Opinions)

INFORMATION TECHNOLOGY

FIL-12-2022 Computer-Security Incident Notification Implementation
(3/29/22)
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ALL NoON- STATE REF
STATE FED FED
CITE Banks | MEM | mEm | ONEY
Industry Notice 2022-05 — Amendment to Rule Requiring Notification of a v
Computer Security Incident by a Texas State-Chartered Bank (8/22/22)
Industry Notice 2020-13 - Self Assessment Tool for Mitigating the Risk of v
Ransomware (10/13/20)
Industry Notice 2020-07 - Increased Cyber Activity During Times of Crisis v
(4/8/20)
Industry Notice 2020-05 - Business Continuity Planning Considerations — v
COVID-19 (3/30/20)
Industry Notice 2020-01 - Requirements for a Cybersecurity Incident v
Report filed by a Texas State-Chartered Bank or Trust Company (2/6/20)
Supervisory Memorandum 1029 -Risk Management of Account Takeovers v
(9/30/2019) Attachment: Best Practices for Reducing the Risks of
Corporate Account Takeovers (9/30/19)
Industry Notice 2015-8 Cybersecurity Assessments & the FFIEC v
Cybersecurity Assessment Tool (8/15/2015)
SM 1020 - IT Examination Frequency and Ratings v
Industry Notice 2013-03 - Executive Officer Oversight of Cyber-crime Risks v
(11/01/2012)
Legal Opinion 95-53 - An out-of-state affiliate may conduct wire transfers v
as agent for a state bank without being considered a branch of the bank.
(12/12/1995) (Found in the Law & Guidance Manual)
FDIC Issuances

FIL-52-2023 Information Technology Risk Examination (InTREXx) v
Procedures (9/29/23)
FIL-29-2023 Interagency Guidance on Third-Party Relationships: Risk v
Management (6/6/23)
FIL-50-2022 Updated FFIEC Cybersecurity Resource Guide for Financial v
Institutions (10/27/22)

v



https://www.dob.texas.gov/sites/default/files/files/news/Industrynotices/in2022-05.pdf
https://www.dob.texas.gov/sites/default/files/files/news/Industrynotices/in2020-13.pdf
https://www.dob.texas.gov/public/uploads/files/news/Industrynotices/in2020-07.pdf
https://www.dob.texas.gov/public/uploads/files/news/Industrynotices/in2020-05.pdf
https://www.dob.texas.gov/public/uploads/files/news/Industrynotices/in2020-01.pdf
https://www.dob.texas.gov/public/uploads/files/Bank-Trust-Companies/cato/sm1029.pdf
https://www.dob.texas.gov/public/uploads/files/Bank-Trust-Companies/cato/bestpractices-catorisk.pdf
https://www.dob.texas.gov/public/uploads/files/Bank-Trust-Companies/cato/bestpractices-catorisk.pdf
http://www.dob.texas.gov/public/uploads/files/news/Industrynotices/in2015-08.pdf
http://www.dob.texas.gov/public/uploads/files/news/Industrynotices/in2013-03.pdf
https://www.fdic.gov/news/financial-institution-letters/2023/fil23052.html
https://www.fdic.gov/news/financial-institution-letters/2023/fil23029.html
https://www.fdic.gov/news/financial-institution-letters/2022/fil22050.html
https://www.fdic.gov/news/financial-institution-letters/2022/fil22012.html

REFERENCE MATERIAL

(Statutes, Regulatory Guidance, Supervisory Memorandums, Select Legal Opinions)

INFORMATION TECHNOLOGY

ALL NON- STATE

REF
STATE FED FED
CITE Banks | MEM | mEm | ONEY
FIL-74-2021 Computer-Security Incident Notification Final Rule 4
(11/18/21)
FIL-59-2021 Agencies Issue Guide to Help Community Banks Evaluate v
Fintech Relationships (8/27/21)
FIL-55-2021 Authentication and Access to Financial Institution Services v
and Systems (8/11/21)
FIL-52-2020 FFIEC Joint Statement on Risk Management for Cloud v
Computing Services (4/30/20)
Press Release FDiTech Releases New Guide to Help ‘FinTechs’ Connect v
with Banks (2/24/2020)
FIL-3-2020 Heightened Cybersecurity Risk Considerations (1/16/2020) v
FIL-19-2019 Technology Service Provider Contracts (4/2/2019) v
FIL-16-2018 FFIEC Issues Joint Statement: Cyber Insurance and Its v
Potential Role in Risk Management Programs (4/10/2018)
FIL-68-2016 FFIEC Cybersecurity Assessment Tool — Frequently Asked v

Questions (10/18/2016)

FIL-37-2016 FFIEC Issues Statement on Safeguarding the Cybersecurity of v
Interbank Messaging and Payment Network (6/7/2016)

FIL-49-2014 Technology Alert: GNU Bourne-Again Shell (Bash) v
Vulnerability (09/29/2014)

FIL 16-2014 Technology Alert: OpenSSL "Heartbleed" Vulnerability v
(04/11/2014)

PR-28-2014 FDIC Urges Financial Institutions to Utilize Available Cyber v
Resources (04/10/2014)

FIL 13-2014 Technology Outsourcing: Informational Tools for Community v
Bankers (04/07/2014)

FIL 10-2014 ATM and Card Authorization Systems (04/02/2014) v

FIL-11-2014 Distributed Denial of Service (DDoS) Attacks (04/02/2014) v
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https://www.fdic.gov/news/financial-institution-letters/2021/fil21074.html?source=govdelivery&utm_medium=email&utm_source=govdelivery
https://www.fdic.gov/news/financial-institution-letters/2021/fil21059.html
https://www.fdic.gov/news/financial-institution-letters/2021/fil21055.html?source=govdelivery&utm_medium=email&utm_source=govdelivery
https://www.fdic.gov/news/financial-institution-letters/2020/fil20052.html
https://www.fdic.gov/news/press-releases/2020/pr20017.html
https://www.fdic.gov/news/financial-institution-letters/2020/fil20003.html
https://www.fdic.gov/news/financial-institution-letters/2019/fil19019.html
https://www.fdic.gov/news/financial-institution-letters/2018/ffiec-issues-joint-statement-cyber-insurance-and-its
https://www.fdic.gov/news/financial-institution-letters/2016/fil16068.html
https://www.fdic.gov/news/financial-institution-letters/2016/fil16037.html
https://www.fdic.gov/news/financial-institution-letters/2016/fil16037.html
https://www.fdic.gov/news/financial-institution-letters/2014/fil14016.html
https://archive.fdic.gov/view/fdic/4902
https://www.fdic.gov/news/financial-institution-letters/2014/technology-outsourcing-informational-tools-community
https://www.fdic.gov/news/financial-institution-letters/2014/atm-and-card-authorization-systems-revised-february-2026
https://www.fdic.gov/news/financial-institution-letters/2014/distributed-denial-service-ddos-attacks-revised-february

REFERENCE MATERIAL

(Statutes, Regulatory Guidance, Supervisory Memorandums, Select Legal Opinions)

INFORMATION TECHNOLOGY

ALL NON- STATE
CITE STATE FED FED
BANKS MEM MEM

REF
ONLY

FIL 43-2013 FDIC Supervisory Approach to Payment Processing 4
Relationships With Merchant Customers That Engage in Higher-Risk
Activities (09/27/2013)

FIL-3-2012 Payment Processor Relationships- Revised Guidance v
(01/31/2012) Guidance

FIL-35-2010 Unlawful Internet Gambling Enforcement Act — Examination v
Guidance and Procedures (06/30/2010)

FIL-4-2009 Risk Management of Remote Deposit Capture (01/14/2009) v

FIL 127-2008 Guidance on Payment Processors Relationships v
(11/07/2008)

FIL-32-2007 Identity Theft — FDIC's Supervisory Policy on Identity Theft v
(04/11/2007)

FIL-27-2005, Response Programs for Unauthorized Access to Customer v
Information and Customer Notice (4/01/2005)

FIL-7-2005, Fair and Accurate Credit Transactions Act of 2003, 4
Guidelines Requiring the Proper Disposal of Consumer Information
(02/2/2005)

FIL-121-2004 Computer Software Due Diligence Guidance on Developing v
an Effective computer Software Evaluation Program to Assure Quality and
Regulatory Compliance (11/16/2004)

FIL-43-2003 Guidance on Developing an Effective Software Patch v
Management Program (05/29/2003)

Federal Reserve Issuances

Press Release — Agencies Approve Final Rule Requiring Computer-Security v
Incident Notification (11/18/21)

SR 21-16 Community Bank Access to Innovation Through Partnerships
with FinTech Companies (9/9/21)

SR 13-19 Guidance on Managing Outsourcing Risk (12/05/2013)
News Release - FinCEN, Federal Reserve Finalize Rule Amending v

Definitions of "funds transfer” and "transmittal of funds" in the Bank
Secrecy Act (12/3/2013)
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https://www.fdic.gov/news/financial-institution-letters/2013/fil13043.html
https://www.fdic.gov/news/financial-institution-letters/2012/payment-processor-relationships-revised-guidance-revised
http://www.fdic.gov/news/news/financial/2012/fil12003.html#cont
https://www.fdic.gov/news/financial-institution-letters/2010/fil10035.html
https://www.fdic.gov/news/financial-institution-letters/2009/fil09004a.html
https://www.fdic.gov/news/financial-institution-letters/2008/fil08127a.html
https://www.fdic.gov/news/financial-institution-letters/2007/fil07032a.html
https://www.fdic.gov/news/financial-institution-letters/2005/fil2705a.html
https://www.fdic.gov/news/financial-institution-letters/2005/fil705.html
https://www.fdic.gov/news/financial-institution-letters/2004/fil12104a.html
https://www.fdic.gov/news/financial-institution-letters/2003/FIL0343a.html
https://www.federalreserve.gov/newsevents/pressreleases/bcreg20211118a.htm
https://www.federalreserve.gov/supervisionreg/srletters/SR2116.htm
https://bsaaml.ffiec.gov/docs/resources/FRB_DOCS/sr1319_with_Attachment.pdf
https://www.federalreserve.gov/newsevents/pressreleases/bcreg20131203a.htm

REFERENCE MATERIAL

(Statutes, Regulatory Guidance, Supervisory Memorandums, Select Legal Opinions)

INFORMATION TECHNOLOGY

ALL NoON- STATE REF
STATE FED FED
CITE Banks | MEM | mEm | ONEY
SR 13-1 Supplemental Policy Statement on the Internal Audit Function and v
Its Outsourcing (1/23/13)
Reg GG Compliance Guide — Prohibition on Funding Unlawful Internet
Gambling v
SR 10-11 Interagency Examination Procedures for Reviewing Compliance v
With the Unlawful Internet Gambling Enforcement Act of 2006
(05/20/2010)
Press Release- Agencies Extend Compliance Date for Final Rule to v
Implement Unlawful Internet Gambling Enforcement Act (11/27/2009)
SR-08-7 Interagency Examination Procedures for the Identity Theft Red v
Flags and Other Regulations under the Fair Credit Reporting Act
(10/10/2008)
Press Release — Final Rule Covering Payroll Card Accounts Under v
Regulation E (8/24/2006)
Press Release - Final Amendments to Regulation E (Electronic Fund 4
Transfer Act) (12/30/2005)
FFIEC Issuances

Press Release: Financial Regulators Update Examiner Guidance on v
Financial Institutions’ Information Technology Development, Acquisition,
and Maintenance (8/29/24)
Announcement 2022-01 Update to Cybersecurity Resource Guide for v
Financial Institutions (10/3/22)
Press Release: FFIEC Issues Guidance on Authentication and Access to v
Financial Institution Services and Systems (8/11/21)
Press Release: FFIEC Issues Statement on Risk Management for Cloud v
Computing Services (4/30/20)
Press Release: FFIEC Highlights Pandemic Preparedness Guidance v
(3/6/20)
Press Release: Financial Regulators Revise Business Continuity v
Management Booklet to Stress to Examiners the Value of Resilience to
Avoid Disruptions to Operations (11/14/19)
Press Release: FFIEC Encourages Standardized Approach to Assessing v
Cybersecurity Preparedness (8/28/19)

v

Press Release FFIEC Releases Statement on OFAC Cyber-Related
Sanctions (11/5/2018)
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Texas Department of Banking



http://www.federalreserve.gov/bankinforeg/srletters/sr1301.htm#_ftn2
http://www.federalreserve.gov/bankinforeg/regggcg.htm
http://www.federalreserve.gov/boarddocs/srletters/2010/sr1011.htm
http://www.federalreserve.gov/newsevents/press/bcreg/20091127a.htm
http://www.federalreserve.gov/newsevents/press/bcreg/20091127a.htm
http://www.federalreserve.gov/boarddocs/srletters/2008/SR0807.htm
http://www.federalreserve.gov/newsevents/press/bcreg/20060824a.htm
http://www.federalreserve.gov/newsevents/press/bcreg/20060824a.htm
http://www.federalreserve.gov/BoardDocs/Press/bcreg/2005/20051230/default.htm
https://www.ffiec.gov/news/press-releases/2024/pr-09-29
https://www.ffiec.gov/sites/default/files/media/press-releases/2022/2022-cybersecurity-resource-guide-ffiec.pdf
https://www.ffiec.gov/sites/default/files/media/press-releases/2021/authentication-and-access-to-financial-institution-services-and-systems.pdf
https://www.ffiec.gov/press/pr043020.htm
https://www.ffiec.gov/press/pr030620.htm
https://www.ffiec.gov/press/pr111419.htm
https://www.ffiec.gov/press/pr082819.htm
https://www.ffiec.gov/press/pr110518.htm

REFERENCE MATERIAL

(Statutes, Regulatory Guidance, Supervisory Memorandums, Select Legal Opinions)

INFORMATION TECHNOLOGY

ALL NON- STATE

REF
STATE FED FED
CITE Banks | MEM | mEm | ONEY
Cybersecurity Resource Guide for Financial Institutions (4/2018) v
Press Release FFIEC Issues Joint Statement: Cyber Insurance and Its v
Potential Role in Risk Management Programs (4/10/2018)
Press Release FFIEC Release Update to Cybersecurity Assessment Tool v
(05/31/2017) Cybersecurity Assessment Tool
Press Release — FFIEC Issues Frequently Asked Questions Guide on the v

Cybersecurity Assessment Tool (10/17/2016)

Press Release - FFIEC Issues Statement on Safeguarding the Cybersecurity v
of Interbank Messaging and Payment Network (6/7/2016)

Press Release — Financial Regulators Release Revised Management v
Booklet (11/10/2015)
Press Release — FFIEC Releases Statement on Cyber Attacks Involving v

Extortion (11/3/2015)

Press Release — FFIEC Releases Two Statements: Compromised v
Credentials and Destructive Malware (03/30/2015)

Press Release - Financial Regulators Release New Appendix to Business v
Continuity Planning Booklet Appendix J: Strengthening the Resilience of
Outsourced Technology Services (2/6/2015)

Press Release - FFIEC Releases Cybersecurity Assessment Observations, v
Recommends Participation in Financial Services Information Sharing and
Analysis Center (11/3/2014)

Press Release - FFIEC Launches Cybersecurity Web Page Promotes v
Awareness of Cybersecurity Activities (06/24/2014) FFIEC Cybersecurity
webpage

Press Release - FFIEC Promotes Cybersecurity Preparedness for v

Community Financial Institutions (05/07/2014)

Press Release - Financial Regulators Issue Final Guidance on Social v
Media (12/10/2013)

Financial Regulators Release Statement on End of Microsoft Support for
Windows XP Operating System (10/07/2013) v

Press Release - Financial Regulators Release Guidance for the Supervision
of Technology Service Providers (11/06/2012) v

FFIEC Releases Statement on Qutsourced Cloud Computing (07/10/2012) v
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https://www.ffiec.gov/press/pdf/FFIEC%20Cybersecurity%20Resource%20Guide%20for%20Financial%20Institutions.pdf
https://www.ffiec.gov/press/pr041018.htm
https://www.ffiec.gov/press/pr053117.htm
https://www.ffiec.gov/cyberassessmenttool.htm
https://www.ffiec.gov/press/pr101716.htm
http://www.ffiec.gov/press/pr060716.htm
http://www.ffiec.gov/press/pr111015.htm
http://www.ffiec.gov/press/pr110315.htm
http://www.ffiec.gov/press/pr033015.htm
http://www.ffiec.gov/press/pr020615.htm
http://www.ffiec.gov/press/pr110314.htm
http://www.ffiec.gov/press/pr062414.htm
http://www.ffiec.gov/cybersecurity.htm
http://www.ffiec.gov/cybersecurity.htm
http://www.ffiec.gov/press/pr050714.htm
http://www.ffiec.gov/press/pr121113.htm
http://ithandbook.ffiec.gov/media/154161/final_ffiec_statement_on_windows_xp.pdf
http://ithandbook.ffiec.gov/media/154161/final_ffiec_statement_on_windows_xp.pdf
http://www.ffiec.gov/press/pr103112.htm
http://ithandbook.ffiec.gov/media/153119/06-28-12_-_external_cloud_computing_-_public_statement.pdf

REFERENCE MATERIAL

(Statutes, Regulatory Guidance, Supervisory Memorandums, Select Legal Opinions)

INFORMATION TECHNOLOGY

ALL NON- STATE
CITE STATE FED FED
BANKS MEM MEM

REF
ONLY

FFIEC Releases Supplemental Guidance on Internet Banking v
Authentication (06/28/2011)

Financial Regulators Release Guidance on Risk Management of Remote 4
Deposit Capture Activities (01/14/2009)

FFIEC IT Booklets (Various) v

FFIEC Releases Guidance on Pandemic Planning( 12/12/2007) v

Frequently Asked Questions on Authentication in an Internet Banking 4
Environment (08/15/2006)

Comptroller of the Currency Issuances

OCC Bulletin 2021-33 Electronic Fund Transfer Act: Supplemental OCC v
Examination Procedures on Remittance Transfer Amendments; Summary of
Amendments; and Rescissions (8/2/2021)

OCC Bulletin 2017-21 Third Party Relationships — Frequently Asked v
Questions to Supplement OCC Bulletin 2013-29 (06/07/2017)

OCC Bulletin 2014-43 Electronic Fund Transfer Act — Comptroller’s v
Handbook Revision and Rescission (08/28/2014)

OCC Bulletin 2014-41 Merchant Processing - Revised Comptroller’s v
Handbook Revision and Rescission (08/20/2014)

OCC 2013-39 Social Media: Consumer Compliance Risk Management v
Guidance (12/17/13)

OCC 2013-29 Third-Party Relationships — Risk Management Guidance v
(10/30/2013)

OCC Bulletin 2011-27 Prepaid Access Programs — Risk Management v
Guidance and Sound Practices (06/28/2011)

OCC 2008-16 Information Security: Application Security (05/08/2008) v

OCC 2008-12 Risk Management Guidance: Payment Processors v
(04/24/2008)

Bulletin 2006-39 Automated Clearing House Activities.: Risk Management v
Guidance (09/01/2006)

Revised 3/2026 7 Texas Department of Banking



http://www.ffiec.gov/press/pr062811.htm
http://www.ffiec.gov/press/pr062811.htm
http://www.ffiec.gov/pdf/pr011409_rdc_guidance.pdf
http://www.ffiec.gov/pdf/pr011409_rdc_guidance.pdf
http://www.ffiec.gov/ffiecinfobase/html_pages/it_01.html
http://www.ffiec.gov/press/pr121207.htm
http://www.ffiec.gov/pdf/authentication_faq.pdf
http://www.ffiec.gov/pdf/authentication_faq.pdf
https://www.occ.treas.gov/news-issuances/bulletins/2021/bulletin-2021-33.html
https://occ.gov/news-issuances/bulletins/2017/bulletin-2017-21.html
http://www.occ.gov/news-issuances/bulletins/2014/bulletin-2014-43.html
http://www.occ.gov/publications/publications-by-type/comptrollers-handbook/file-pub-ch-efta.pdf
http://www.occ.gov/news-issuances/bulletins/2014/bulletin-2014-41.html
http://www.occ.gov/publications/publications-by-type/comptrollers-handbook/pub-ch-merchant-processing.pdf
http://www.occ.gov/news-issuances/bulletins/2013/bulletin-2013-39.html
http://www.occ.gov/news-issuances/bulletins/2013/bulletin-2013-29.html
http://www.occ.gov/news-issuances/bulletins/2011/bulletin-2011-27.html
http://www.occ.gov/news-issuances/bulletins/2008/bulletin-2008-16.html
http://www.occ.treas.gov/news-issuances/bulletins/2008/bulletin-2008-12.html
http://www.occ.gov/news-issuances/bulletins/2006/bulletin-2006-39.html

REFERENCE MATERIAL

(Statutes, Regulatory Guidance, Supervisory Memorandums, Select Legal Opinions)

INFORMATION TECHNOLOGY

ALL NON- STATE
CITE STATE FED FED
BANKS MEM MEM

REF
ONLY

OTHER RELATED MATERIAL

Press Release State Financial Regulators Update Nonbank Ransomware v
Self-Assessment Tool (10/15/24)

Press Release FinCEN Analysis Reveals Ransomware Reporting in v
BSA Filings Increased Significantly During the Second Half of 2021
(11/01/22)

FIN-2021-4004 Advisory on Ransomware and the Use of the Financial v
System to Facilitate Ransom Payments (11/8/21)

Press Release: FinCEN Issues Report on Ransomware Trends in Bank v
Secrecy Act Data Between January 2021 and June 2021 (10/15/21)

FIN-2019-4005 Updated Advisory on Email Compromise Fraud Schemes v
Targeting Vulnerable Business Processes (7/16/2019)

CSBS Cybersecurity 101 (7/11/19) v

FSSCC Financial Sector Cybersecurity Profile (10/2018) v

NACHA Announces Approval of Rule that Establishes Third-Party Sender v
Registration Requirements (8/22/2016)

FEighth Circuit Holds Bank That Complied with Reasonable Security v
Procedures Not Responsible for Loss of Funds From Fraudulent Payment -
Choice Escrow and Land Title , LLC v. BancorpSouth Bank (06/22/2014)

FRB-Community Banking Connections-First Quarter 2014 Features articles v
on Bank Strategies in the New Year, Cybersecurity, Mobile Banking and
More (April 2014)

Antitrust Policy Statement on Sharing Cybersecurity Information v

(04/10/2014)

Government and government-sponsored resources. v

United States Computer Emergency Readiness Team (US-CERT)
U.S. Secret Service Electronic Crimes Task Force (ECTF)

FBI InfraGard

Regional Coalitions

Information Sharing and Analysis Centers (ISACs)
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https://www.csbs.org/newsroom/state-financial-regulators-update-nonbank-ransomware-self-assessment-tool
https://www.fincen.gov/news/news-releases/fincen-analysis-reveals-ransomware-reporting-bsa-filings-increased-significantly
https://www.fincen.gov/sites/default/files/advisory/2021-11-08/FinCEN%20Ransomware%20Advisory_FINAL_508_.pdf
https://www.fincen.gov/news/news-releases/fincen-issues-report-ransomware-trends-bank-secrecy-act-data
https://www.fincen.gov/sites/default/files/advisory/2019-07-16/Updated%20BEC%20Advisory%20FINAL%20508.pdf
https://www.csbs.org/cyber101
https://www.fsscc.org/Financial-Sector-Cybersecurity-Profile
https://www.nacha.org/news/nacha-announces-approval-rule-establishes-third-party-sender-registration-requirements
https://www.nacha.org/news/nacha-announces-approval-rule-establishes-third-party-sender-registration-requirements
http://www.infobytesblog.com/eighth-circuit-holds-bank-that-complied-with-reasonable-security-procedures-not-responsible-for-loss-of-funds-from-fraudulent-payment/
http://www.infobytesblog.com/eighth-circuit-holds-bank-that-complied-with-reasonable-security-procedures-not-responsible-for-loss-of-funds-from-fraudulent-payment/
http://krebsonsecurity.com/wp-content/uploads/2014/06/choice-appeal-decision.pdf
http://www.communitybankingconnections.org/articles/2014/Q1/CBCQ12014.pdf
http://www.ftc.gov/system/files/documents/public_statements/297681/140410ftcdojcyberthreatstmt.pdf
http://www.us-cert.gov/
http://www.secretservice.gov/ectf.shtml
http://www.infragard.org/
http://www.rpcfirst.org/
http://www.isaccouncil.org/

REFERENCE MATERIAL

(Statutes, Regulatory Guidance, Supervisory Memorandums, Select Legal Opinions)

INFORMATION TECHNOLOGY

ALL NON- STATE REF
STATE FED FED
CITE Banks | MEm | mEm | ONLY
NIST Releases Framework for Improving Critical Infrastructure v
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